MECHANIZING THE METHODOLOGY

How to find vulnerabilities while youre doing other things



WHY AUTOMATE?

-Hacking iIs fun, so why automate it away?
- It's not either-or: you can have both | s

- Let automation feed your manual work

- Find bugs while you eat, sleep, game



TURN EVERYTHING INTO A QUESTION

» | turn every recon and security
consideration info a question

Unix Philosophy

1. Make each program do one thing well.

2. Expect the output of every program to
become the input fo another, as yet
unknown, program.



INPUT -> PROGRAM -> QuTPUT = INPUT -> ...

Unix Philosophy = Simple & Discrete

check subdomains.sh domains. txt

1. -n- - %
i

subdomains. txt check webserver.sh

N = -n-
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METH“DULUGY | FIND I_IVE HUSTS // the Nmap equivalent of — top—ports 100 A

Q: For a given IP range, what hosts are alive? masscanh ——rate 100000
-p7,9,13,21-23,25-26,37,53,79-81,88,10
65,110-111,113,119,135,139,143-144,179,

check_live.sh  ips.txt  live_ips.txt  109,389,427,443-445,465,513-515,543-54
4,548,554,587,631,646,873,990,993,995,

oo 1925-1029,1110,1433,1720,1723,1755,190
X & % > % 9,2000-2001,2049,2121,2717,3000,3128,3
v 306 ,3389, 3986 , 4899, 5000 , 5009 , 5051 , 5060

,5101,5190,5357,5432,5631,5666 ,5800 , 59
90 ,6000-6001 ,6646 ,7070,8000 , 8098-8009,

- There are many ways fo scan ports 8080-8081 ,8443,8888,9100,9999-10000, 32
768,49152-49157 —-iL ips.txt | awk
- | use Masscan for speed, and '{ print $6 }' | sort -u >

nmap for follow-up and NSE live_1ips. txt

// the file’s output is naked |IP addresses ready to become input

- This snippet will return any host that is vi live ips.txt

istening on any of Nmap's top 100
Dorts

e
NN NN
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A Brier WorD oN MoDULE PHILOSOPHY

What about frameworks?

- There are some amazing frameworks
out there

- There are fwo extremes: writing your
own low-level code, and using high-
level frameworks

- There are tradeoffs with each approach

- Frameworks save you tons of work and
combine multiple steps

- But frameworks also abstract steps
away from you so you can't easily see
how they're being accomplished

DENSITY

SIMPLICITY

FRAMEWORK
v/ Amass

v Intrigue

v’ Spiderfoot

HYBRID P

1 e
i I\ A
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A I |

v Linux utilities (grep, sort, etc) he,
ner

v Core security utilities (nmap, masscan, curl)

v Custom wrapping and config of Core Linux/Security utilities

CusTOM

v Completely custom code (C, Python, Go, whatever)

v Raw rewrites of Core utilities POWER
&

CONTROL



METHODOLOGY |

Q: What is the full HTML for a given page?

live sites.txt get_html.sh $site.html

- A page’s full HTML is a fundamental seed for
many other modules

- From there you can find potentially sensitive
fields, parse links, pull out JavaScript files,
efc.

- The trick is o do this as authentically as
possible, hence Chromium vs. Curl

// Chromium is far better than Curl at pulling real-world content

chromium—browser —-headless ——user-
agent='Mozilla/5.0 (Windows NT 10.0;
Win64; x64) ApplelWebKit/537. 36
(KHTML, like Gecko) Chrome/
67.0.3396.99 Safari/S37.36 —-—dump—dom

P$site > Psite.html

// You then have full HTML to parse and inspect
vi $site.html

<IDOCTYPE html>
<html lang="en-US"><head><meta charset="UTF-8"><meta name="viewport" content="width=device-

width, initial-scale=1"> <style media="all">@font—face{font-family: 'concourse-t3';src:url(//
danielmiessler.com/wp—content/themes/danielmiessler/fonts/concourse_t3 _regular-webfont.woff)
format('woff');font-style:normal ;font-weight:400; font—-stretch:normal; font-display: fal lback}
@font-face{font-family: 'equity-text-b-caps';src:url(//danielmiessler.com/wp—content/themes/
danielmiessler/fonts/equity _caps_a_tab_regular-webfont.woff) format('woff');font-
style:normal ; font-weight:400; font-stretch:normal ; font-display: fallback }@font-face{ font-
family: 'equity-text-b';src:url(//danielmiessler.com/wp—content/themes/danielmiessler/fonts/
equity_text b regular-webfont.woff) format('woff');font—-style:normal;font-weight:400; font-
stretch:normal ; font-display: fallback }@font-face{font-family: 'equity-text-b';src:url(//
danielmiessler.com/wp—content/themes/danielmiessler/fonts/equity text b bold-webfont.woff)
format(‘woff');font-style:normal;font-weight:700; font— ..



MetHopoLoey | Gerring THE DoMains THAT Repirect 0 A Domain

Q: What domains redirect fo my domain?

domains. txt get_redirects.sh $site.redirects //lheavilyrelyonlplhfo.10andhost.10

curl -s "https://host.io/api/
% —) -n —) % domains/redirects/$site?

&limit=1000" | jg -r '.domains' |
jg '.[]1" | tr =d \" >
$site.redirects

- One of the biggest tasks Is getting the total,

// Now you have redirects to further scrutinize to see if
top-level scope for a given company

they belong fto that company.
head -5 tesla.com.redirects

- This requires you to pivot from known TLDs

to other TLDs in various ways teslasmail.com
telsamotors—losangeles.com

teslamotorsantartica.com
- Following redirects to a trusted domain is telsa—-newyork.com

one technique to add to your toolchain mevg.info


http://ipinfo.io
http://host.io
http://ipinfo.io
http://host.io

METHODOL

0GY |

Q: What IP ranges are associated with these ASNs?

ashs. tX

t get ranges.sh

§ - ¥ - B

- Many tools can get you IP ranges from ASNs

- | prefer o query Ipinfo.io directly as part of my
automation

- The 1
deve

rick is to fu

y understand your sources and

op trustint

nem

- You never want fo wonder how they get their
data, or if they might be stale or broken

ranges. txt

// Pulling ranges for one of the ASNs for Tesla

curl -s "https://ipinfo.io/
AS394161/json/" | jq
'.prefixes|] .netblock' | tr -d \"

> ranges. txt

// Now you have ranges to pass into testing modules

head -9 ranges. txt

192.95.64.0/24
199.120.48.0/24
199.120.49.0/24
199.120.50.0 /24
199.66.10.0/24


http://ipinfo.io
http://ipinfo.io

MetHopoLoey | Mooute Cuains [Ranges)

Q: What is the workflow | need to answer a particular question?

get _company.sh domains. txt get _asns.sh ranges. txt

—

-

—) —)

B O i =
' 1 ' 1
U = R = o]

get domains.sh ashs. txt get_ranges.sh



METHODOLOGY | SITE TESTING]

Q: What is the workflow | need to answer a parficular question? measure_siterisk.sh

find rfi.sh

check web.sh $site.html find vulnfields.sh

extract js.sh

-

find _secrets.sh

compare_analytics.sh

=
1
— &

compare_favicons.sh
crawl sites.sh

o)

find _sensitive.sh

compare_versions.sh

lnteresting urls. txt get sitestack.sh

livesites. txt %

find xss.sh

0t 0t KF 8 0t 408 08 408 KF Kt



Automation | Livux [Cron]

Forget scanning or checking, let’s monitor instead

- If only Linux had a way to schedule things to
happen continuously...oh, it does

- Cron can make sure as many modules as
possible are run continuously, at any
schedule you need

- With proper checking in the modules and
some care in the scheduling, you can make
sure the output for one is ready before it’'s
needed for the next

<N N | B3 ~ — sysop — nvim crontab — zsh

3#

# For example, you can run a backup of all your user accounts

# at 5 a.m every week with:

# @5 * ¥ 1 tar -zcf /var/backups/home.tgz /home/

#

# For more information see the manual pages of crontab(S) and cron(8)
3#

#* m h dom mon dow command

1,31 * * * * zsh /var/software/Chandrian/check _nhewdomains.sh
16,46 * * * * zsh /var/software/Chandrian/get_subdomains.sh
20,40 * * * * zsh /var/software/Chandrian/get _livesites.sh
15,45 * * * * zsh /var/software/Chandrian/get_asns.sh

5,35 * * * * /ygr/software/Chandrian/get_ranges.sh

6,36 * * * * /yar/software/Chandrian/find_evilports.sh

@ @ * * * zsh /var/software/Chandrian/send_daily report.sh

—— INSERT —-




NOTIFICATION

- One major benefit to continuous monitoring
Is continuous alerting

- Using email, Slack, or other types of API-

based notification

, you can know as soon as

your workflow finds something

- | really like Amazon SES for sending emails,
and Slack for something richer

- The code for send

command line is c
one-liner

iIng notifications via the
ead-simple—basically a

dMaZon
web services™

ssmtp "$RECIPIENT" <

curl X POST -H 'Content-type:
application/json' ——data ‘{“text”:”

u} )



DEPLOYMENT

- It's hard to maintain all this code and configuration
as one-offs

axiom @

<N N | ~[terraform/amir — sysop — nvim test.tf — zsh

. . . tes#.tf+"} ) * buffers
- | highly recommend moving to a config provider aus” {
. . secret_key = "oA-
management technology like Terraform, Ansible, | region’- Pus-east-1"
Gi‘I-l or AXiom_ 3y Ben B.Cmead resource "qws_instqnce" "wordpress" {
?E;t;nc:Ti;pe = "t2.large"
key hame = "Tesla"
- Axiom by @pryOcc (Ben Bidmead) is a sick way to D tavinet
. .« e device_name = "/dev/xvda"
deploy a Linux stack to Digital Ocean volune size = 32
iops = 300
\ volume_type = "gp2"
- | personally use Terraform & Ansible to deploy subnet_{d="subnet-
DOXES TO AWS ::E:$T:O:m;:iﬁ1:"','Pr‘oduction",
"Source" = "Terraform",
}
- | make all changes locally, do a quick Se?“”fi’a?””ps -
ter‘r‘q for\m qpplg and my momTO”ng and NORMAL ) test.tf[+] 0 utf-8[unix] 148 = 6/42 % : 1

alerting goes live on the internet



CONTINUOUS IMPROVEMENT 110 PeopLe 10 FoLLow]

Once you have automation in place, you can improve it by adding new techniques
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Jason Haddix Ben Sadeghipour Tom Hudson Michael Skelton Luke Stephens
@jhaddix Gnhahamsec @tomnomnom @Rcodingo Chakluke

Stok Jeff Foley Naffy Ben Bidmead The Cyber Mentor
@stok fredrik Ceaf fix Chnwakelam @CpryBcece @thecybermentor



TAKEAWAYS

1. Break your techniques into questions

2. Create a separate UNIXY module for each step

3. Create intuitive output artifacts that can be used as inputs to other modules
4. Chain those modules according to a methodology that resonates with you

5. Continuously run those modules using Cron

6. Use Amazon SES or Slack for alerting

7. Wire up your full config using Terraform/Ansible/Axiom for easy deployment
8. Follow the best testers/creators in the industry to stay up on new techniques
9. Come back and hack manually on what your automation finds

10. Profit (in relaxation, time, money, or all of the above)
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How to find vulnerabilities while you’re doing other things
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http://github.com/danielmiessler
https://danielmiessler.com
https://danielmiessler.com/podcast
https://twitter.com/danielmiessler
http://github.com/danielmiessler

